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e The world’s most valuable resource
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LET'S SOLVE THIS PROBLEM BY
USING THE BIG DATA NONE
OF US HAVE THE SLIGHTEST

’ IDEA WHAT TO DO WITH

® marketoonist.com
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40 ZETTABYTES v : It's estimated that
{ 43 TRILLION BIGABYTES | Sl 2005 2.5 QUINTILLION BYTES
of data will be created by © 123 TRILLION 6IGABYTES | T e
1ZB 5252,"3: n:nzcg:)a;e of 300 2“ 2 0 (®) of data are created each day
o FOUR V’s
= 1000 000 PB a2 0
= 1000 000 000 TB —— K‘i iy §
= 1000 000 000 000 GB ‘ PEOPLE : L
h:ve cell —
phones

a.l.

Most companies in the
U.S. have at least

100 TERABYTES
[ 100,000 GIGABYTES |
of data stored

WORLD POPULATION: 7 BILLION

Modern cars have close to

The New York Stock Exchange — — \\ 100 SENSORS
captures o

1 1B OF TRADE ; @ that monitor items such as
INFORMATION - fuel level and tire pressure

during each trading session

Velocity

ANALYSIS OF
STREAMING DATA

By 20186, it is projected
there will be

18.9 BILLION

NETWORK
CONNECTIONS YYYYYYY

B ) &
sz fRRRRARRREE

By 2014, it's anticipated
there will be

420 MILLION
WEARABLE, WIRELESS
HEALTH MONITORS

As of 2011, the global size of
data in healthcare was
estimated to be

150 EXABYTES

| 161 BILLIDR GIBABYTES ]

4 BILLION+
HOURS OF VIDED

are watched on
YouTube each month

B¢
B
400 MILLION TWEETS

are sent per day by about 200
million monthly active users

30 BILLION
PIECES OF CONTENT

are shared on Facebook
every month

1IN 3 BUSINESS
LEADERS

don't trust the information
they use to make decisions

Poor data quality costs the US
economy around

$3.1 TRILLION A YEAR
=

21% OF | Veracity

| | RESPONDENTS

\ ! UNCERTAINTY

w OF DATA

in one survey were unsure of
how much of their data was
inaccurate

Sources: McKinsey Global Institute, Twitter, Cisco, Gartner, EMC, SAS, IBM, MEPTEC, QAS
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Aggregated cell phone mobility data show how.gminé"riaiiiohs move
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Big Data is the Foundation of Al

= The recent breakthroughs of AI&ML can be attributed to three different
factors
= BigData
= Theoretical advances

= Faster computers

Algorithms Data Computing
Power

12



loT Generates Big Data used for Al

= |oT sensors in use with common features - : — o
: : 'ﬁ Al: Data-based learning o °‘A|f§¢¢
— Supports with Low Power Wide Area Networks (LPWA) 1= LQ )
= 9
—  Wireless communication N~ ®
— Low power usage (battery life time are longer) Big Data: Capture, storage, analysis of data p—— —
— Enables good indoor and outdoor coverage &‘T/‘L\V{.
— Low cost (both radio module and traffic usage) BIG > r&ru_.g &
e e
DATA AR
 Many (intelligent) transport related use cases - e

— Al is driving the digitization of transportation through self-driving cars
— Self-driving cars, trucks, parking sensors and apps (free/busy), surge pricing

Deep neural network

X hidden layer 1 hidden layer 2 hidden layer 3
input layer

/)

output layer




Face Recognition Based Surveillance System
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“Before I write my name on the board, I'll need to know
how you're planning to use that data.”

WHY DO YOU GET THAT LOOK
WHENEVER WE TALK ABOUT
GDPR COMPLIANCE?

® marketoonist.com

SR R B 24

j : 4 General

u _ Data

‘ Protection
N Regulation

WHAT IS THE EU GDPR?

European Union General Data Protection Regulation

the European Parliament aims to protect the personal data of its citizens in all 28 EU member states

ﬂ»\ worldwide £XT2 takes effect
Any company worldwide th te llects ::::

e VIAY 25,2018

processes pers )
in the EU, are subject to these regulations

} ;
Data breaches must be emcompasses a wide variety of personally

[ Pl e qr [l
j reported to protection identifiable information, for example:
authorities and
€20 M”-UON % ) DATA ON A PERSON'S RACE

aff, { individual
affected individuals POLITICS
within 72 hours WEB BROWSING COOKIES

4% OF ANNUALWW REVENUE BIOMETRICS

ETC.

need help becoming EU GDPR compliant? we can help! rsisecurity.com | 858.999.3030 ‘R8I




New Business Opportunities in Big Data Analytics & Al
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(1946-) 1979 1991
NMT GSM

AMPS CDMA
iDEN

Source: https://en.wikipedia.org/wiki/5G

BIREE
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2001

UMTS
CDMA2000
TD-SCDMA

HIFHUE

O

2009

LTE
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5G = 5th Generation



5GS Service Based Architecture (SBA)

AU

4 : uDC
|
i|[UoR I
NSSF NEF NRF | AUSF PCF [ AF
| G uom | | AusF « |
T U [ L _ 1
Nnssf Nnef Nnrf Nudm Nausf Npcf Naf
Control plane AMF SMF
function group
AN AN J
| N4
: N2
I g
N1 ' N3 N6
X UPF
| / gNodeB
(NG-RAN) User plane
>G UE function

Data Network

AF Application Function

AMF Access and Mobility management Function
AUSF Authentication Server Function

DN Data Network

FE Front End

MEF Metwark Exposure Function

MRF NF Repository Function

NSSF Network Slice Selection Function
PCF PolicyControl Function

(RJAN (Radio) Access Network

SEPP Security Edge Protection Proxy
SMF Session Management Function
UDM Unified Data Management

UDR Unified Data Repository

UDSF Unstructured DataStorage Function

UE User Equipment
UPF

User Plane Function

(DN)




5G 2ME? IE? ? ..

N4

N3 N6 ( ate D
UPF  DataNetwork -

I -
, % gNodeB (DN)
(NG-RAN) User plane
5G UEi function
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Network Topology

5G ESLHLEN .. TR ¢

Host Host
A Router Router B
- Data Flow
W3C:— RIFE: Apl ... process-to-process ApT HTTP app
EmE: Transport host-to-host .. .. . Transport UDP TCP
|ETF: — ! I
IX—)QI Zg% Internet Internet Internet Internet | P-
L ) I A I N —_ 3GPP:
EZE: Link Link Link Link Ethernet | | Wi-Fi | | Bluetooth 5G
|EEE: — T l J /8023 802.11 802.15 - .
. (#@EE)E . ) Ethernet Szitgﬁlrte Ethernet ﬁg&_\l)_(—x‘l 9%:’2%_!)_(—)&' 952%_\')_(—)9 9%:‘2%_!)_(—)&'
M R EE EE -
DX (ER) (FES) (=5 1)
GSMA:
) I et E4n)
Source: https://en.wikipedia.org/wiki/Internet_protocol_suite LA Tk B oF

(Cellular)






56 — _K{HHZE|
@ © O

= [ &R {[REEIR
enhanced Mobile massive Machine-Type Ultra Reliable Low Latency
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5G Use Cases & Requirements

Key challenge for 5G design: support for different services having diverging requirements

Massive Machine

Type
Communications
(MMTC)

* Low data rates
(1 to 100 kbps)
* High device density
(up to 1,000,000 /km?)
= Latency: Seconds to hours

= Low power: Up to 15 years
battery life

Source: https ://telecoms.com/495842/5¢g-reaches-an-anticlimax-at-mwc-2019/

Smart Caly

Gigabytes i & second

Smart Home'Hmbding

T LAEE

3D video

Source: ITU-R 565 WP-5D

é;gvmm anct play i the cloud

UHD screans

Enhanced Mobile Broadband

(eMBB)

Peak data rates: 20 Gbps (DL) and 10 Gbps (UL)
Peak spectral efficiency:

30 bps/Hz (DL) and 15 bps/Hz (UL)

4 ms user plane latency

Indoor/hotspot and enhanced wide-area
coverage

Auvgmented realty

Industy sutomation

Ultra-Reliable and Low
Latency Communications

Mission critical application, ( U R I. LC)

o009 -heakih
Seif Driving Car

@ 2019 InterDigital, Inc. All Rights Reserved

* low to medium data rates
(50 kbps to 10 Mbps)

= (.5 ms user plane latency

= 99.999% reliability and availability
within 1 ms

* High mobility

INTERDIGITAL.
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Mission-Critical
Communications

(MCC)




Offshore

Fish Farming
(OFF)
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Broadband (eMBB)
AR/VR
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Worldwide Telecom Equipment Revenue*
30% -
Huawei

X 20% - '
% Ericsson poda
=
(7)) v
g ZIE
510%- e e s il P .
5 Cisco s
(14
00/0 T T T T 1
™ 2 © X ® O
N N N N N N
U D I
Dell'Oro Grou

*Equipment mcludes Broadband Access, Microwave & Optical Trans
Mobile Core Network & Radio Access Network, SP Router & CE Switc
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5G Capability by Country:
1) Spectrum availability $#iE o] B34 i
2) Widespread 5G trials XHfRizt3E W

3) 5G roadmaps by national regulator [EZEg
/=]

4) Government commitment BIF <5 o Tmakind

5) Industry commitment to early 5G launch

R EBHIG NS5

Source: Defense Innovation Board, 2019-04

- g " - "._ JEI‘.;.E--.-.- r'r.-_,
(Risks & Opportunities for DoD) Owidie progress sssesement - FHES: angmobils

DS HIWA 2F/ZE IEM 4 ES
fELm CH Rt




Function

Privacy and Integrity
Cipher

5G
S
ZEM5?

Authentication Key
Agreement (AKA)

Security Ancnor
Function (SEAF) or
anchor key

Subscriner Permanent
Identifier (SUPI)

Home Control

Metwork Exposure
Function (NEF)

LTE

» Encryption on radio path
between mobile station and
eMNodeB (LTE base station)
Control plane ciphering and
integrity between UE and
Mobility Management
Entity (MME)
» 128-bit algorithms
supported

s Shared key provisioned in
the UICC and the AUSF
{Authentication Server
Function) in the network.

= This provides mutual
authentication between the
UE and the network.

None

laentifier sent in plaintext pricr to
network authentication

None

None

Source: https://www.gsma.com/security/securing-the-5g-era/

Security Edge Proxy
Protection

None

5G

In addition to LTE:
= Current support of 256-bit
algorithms proposed for future
release
» Integrity implemented preventing
unauthorised change of user data.

In addition to LTE:

= Access-agnostic authentication
(EAP). 5G-AKA and EAP-AKA’
supported for both 3GPP and non-
3GPP access technologies.

= Protects the confidentiality of the
initial non-access stratum (NAS)
messages between the device and
the network.

Allows re-autnentication of the UE wnen it
moves between different access networks or
even serving networks without naving to run tne
full authentication.

The Subscription Concealed Identifier (SUCIH)
proviges a mecnanism o use tNe nome network
public key to encrypt the MSIN part of the
subscriber identifier (IMS1). Protecting the
confiaentiality of tne initial non-access stratum
{NAS) messages between the device and the
network.

HPMN can verify that the UE is present ana
requesting service from the VPMN - useful in
roaming scenarios and fraud prevention.

= Network Functions securely
expose capabilities and events to
3rd party Application Functions
(AF) via NEF.

* Enables secure provision of

information in the 3GPP network

by authenticated and authorized

Application Functions.

Certificate based mutual

authentication may be used.

« After the authentication, NEF
determines whether the
Application Function is authorized
to send requests for the 3GPP
Network Entity.

Protects the home netweork edge, acting as the
security gateway on interconnections between
the home network and visited networks.







T RZan@EiH K ... 6G

Extreme high
data rate/capacity J

* Peak data rate >100Gbps * E2E very low latency < Tms
exploiting new spectrum bands * Always low latency
« >700x capacity for next decade

o | UR“‘C Extreme high
= Extreme coverage J . 5 G reliability
. Gbps coverage everywhere ~' « Guaranteed QZ; fordee ;ange

Extreme low
latency

4

 New coverage areas, e.g., of Use cases (upto 99.99999% reliability)
SKky (10000m), Sea (200NM), space, etc. * Secure, private, safe, resilient, ...

Extreme low | Extreme massive

energy & cost | New combinations -~ connectivity

+ Affordable mmW,THz NW & devices  OF réquirements
for new use cases

* Devices free from battery charging

+ Massive connected devices (10msm?)
» Sensing capabilities &
high-precision positioning (cm-order)

Figure 3-1. Requirements for 6G wireless technology

Source: https://www.digi.no/artikler/docomo-sikter-pa-6g-og-100-gbit-s/483788



T =R EELK ... Wi-Fi6

MOBILE WIRELESS " No s W"F I 6

> 1 Gbps
EVOLUTION LTE advanced
HN)Mbpa’
« UMTS, WCDMA G .—.”I 5= .,
+ ~14.4 Mbps % G °* Moy . "9.6Gb/$
+ GSM, TDMA G

+ ~270kbps ’ZG 5(’;‘ ° gﬁm;ﬁfﬁ: M*ﬁ (MeSh)

. A 4 . 2 ,
AMPS, TACSENME 4G « IEEE 802.11 a¢ (6.9 Gbps)

* 24-9.6kbps e « [EEE B02.11n (600 Mbps) " N ° ‘ .
AW e . EEGE: =W, JE, DAKE, (WiMax)

« IEEE 802,116 (11 Mbps) - WIRELESS LAN
1G EVOLUTION

* [EEE 802.11 (2 Mbps) J‘
[ 1980 1990 2000 2010 2020
V

2G
3G 5G
4G Wi-Fi4 (802.11n)

Wi-Fi5 (802.11ac) .
5G Wi-Fi6 (802.11ax)

=11+

55 : 10Gb/s (UL)
- AMBT: MEL (Micro)
- BECE: [ E (2EE) , ERERE, EfnEF




Network Topology

—{CEFREELX Internet ... IPv6 ‘

Host Host
A Router Router B
- Data Flow
W3C:— MNAE: Aoplication ,___ PrOCESS-10-process - uopication HTTP/3 app
1%5@)%. Transport . host-to-host =~ , Transport Qulgg: m pTCP
IETF: — ! I
IX—)gl Zg% Internet Internet Internet Internet | PV_6
L ! T | T B _ 3GPP:
EEE: Limis Sinig L3 LK Ethernet6 | | Wi-Fi6 Bluetooth4 5G
g [ | 8023 80211 80215 s
. (#@EE)E c ) Ethernet Szitgﬁirfe Ethernet ﬁgi_!)_(—x‘l 9%:’2%_!)_(—&' %g£_\|)_(—)g 9%:’2%_!)_(—&'
R o I & 1 UZE

(e BEE) (ER) (EER) (FEOBE)

NDN = Named Domain Networks




T T I E5E£KX Industrial loT ... TSN

OPC UA

TCP

IP

TSN

Ethernet

5G

ISO/OSI Layers

7 Application
6 Presentation
5 Session

4 Transport
3 Network
2 Data Link
1 Physical

"8 Connected World

Enterprise

Work Center
Station

Control Device

Field Device

Product

Develop. Usage Production Usage

AR Bk a4

(Time-Sensitive Networking)

Source: https://www.researchgate.net/figure/OPC-UA-mapped-onto-OSl-Layers-and-RAMI-40-1_fig2_337768883
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